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Chapter 13: Managing Operational Risk

1.
Introduction

Operational risk (OR) is not a well-defined concept.  It refers to various potential failures in the operation of the firm that are not market or credit related.  These failures can stem from a computer breakdown, a bug in a major computer software, an error of a decision maker in special situations, a fraud by a trader, etc.

OR is a fuzzy concept since it is often hard to make a clear-cut distinction between OR and “normal” uncertainties faced by the organization in its daily operations.  For example, if a client failed to pay back a loan then one can reasonably inquire if the failure was due to either “normal” credit risk, or due to a human error of the loan officers. Usually all credit related uncertainties are classified as part of business risk. Nevertheless, in certain situations one can say that the loan officer should have declined to approve the loan given all the information concerning the client. For example, if the loan officer approved a loan against the bank’s guidelines (maybe he was even given a bribe) then this will be classified as an OR.

The management of a bank should define what is included in OR in order to minimize the degree of fuzziness.  The typology of OR must first be established.  A key problem lies in quantifying operational risk.  For example, how can one quantify the risk of a computer breakdown?  The risk is a product of the probability, which we will refer to as “likelihood”, and the cost of a computer breakdown which we will refer to as “severity”. How can we quantify the damage of a computer failure? OR is often in the form of discrete events that don’t occur frequently.  What historical event can we use in order to make a rational assessment? A computer breakdown today is different in both probability and size of the damage, than a similar event 10 years ago.  

The difficulties in assessing OR clearly do no imply that they should be ignored, and neglected.  On the contrary, management should pay a lot of attention to understanding OR and its potential sources in the organization precisely because it is hard to quantify OR.  Possible events or scenarios leading to OR should be analyzed. In some cases OR can be insured or hedged.  For example, computer hardware problems can be insured or the bank can hedge through having a backup system.  Given the price of insurance or the cost of hedging, a question arises concerning the economic rationale of removing the risks.  There is the economic issue of assessing the potential loss against the certain insurance cost for each potential operational risk.

Failure to identify an operational risk, or to defuse it in a timely manner, can translate into a huge loss.  Most notoriously, the actions of a single trader at Barings Bank who was able to take extremely risky positions in a market without authority or detection, led to $1.5 billion in losses that brought about the liquidation of the bank.

The Bank of England report on Barings revealed some lessons about operational risk. Firstly, management teams have the duty to understand fully the businesses they manage.  Secondly, responsibility for each business activity has to be clearly established and communicated.  Thirdly, relevant internal controls, including independent risk management, must be established for all business activities.  Fourthly, top management and the Audit Committee must ensure that significant weaknesses are resolved quickly.

Looking to the future, banks are becoming aware that technology is a double-edged sword.  The increasing complexity of instruments and information systems increase the potential for operational risk.  Unfamiliarity with instruments may lead to their misuse, and raise the chances of mispricing and wrong hedging; errors in data feeds may also distort the bank’s assessment of its risks. At the same time, advanced analytical techniques combined with sophisticated computer technology create new ways to add value to operational risk management.

The British Bankers’ Association (BBA) and Coopers & Lybrand conducted a survey among the BBA’s members during February and March 1997.  The results reflect the views of risk directors and managers and senior bank management in 45 of the BBA’s members, covering a broad spectrum of the banking industry in the UK. The survey gives a good picture of how banks are currently managing operational risk and how they are responding to it. The report indicated that many banks have some way to go to formalize their approach in terms of policies and generally accepted definitions.  They pointed out that it is difficult for banks to manage operational risk on a consistent basis without an appropriate framework in place. The report also indicated that experience shows that it is all too easy for different parts of a bank to inadvertently duplicate their efforts in tackling operational risk or for such risks to fall through gaps because no one has been made responsible for them.  According to the report modeling operational risk generates the most interest of all operational risk topic areas. However, the survey results suggest that banks have not managed to progress very far in terms of arriving at generally accepted models for operations risk.  The report emphasized that this may well be because they do not have the relevant data.  The survey also revealed that data collection is an area that banks will be focusing on. More than 67% of banks thought that operational risk was as, or more, significant as either market risk or credit risk, and that 24% of banks had experienced losses due to OR of more than £1m in the last 3 years.  Banks that have not developed a sophisticated operational risk measurement approach sometimes use internal audit recommendations as the sole basis of their approach to operational risk, but the report suspects this is only in relation to operational risk identified by internal audit rather than all operational risks.  Finally, almost half the banks were satisfied with their present approach to operational risk.  However, the survey identified that, in general, there is no complacency among the banks. Further, a majority of them expect to make changes in their approach in the next two years.

In this chapter we look at how Canadian Imperial Bank of Commerce (CIBC) has attempted to meet these present and future challenges by constructing a framework for operational risk control.  After explaining what we think of as a key underlying rule – the control functions of a bank need to be carefully integrated – we examine the typology of operational risk. We then describe four key steps in implementing bank operational risk, and highlight some means of risk reduction. Finally, we look at how a bank can extract value from enhanced operational risk management by improving its capital attribution methodologies.

For reasons that we discuss towards the end of the chapter, it is important that the financial industry develops a consistent approach to operational risk.  We believe that our approach is in line with the findings of a recent working group of the Basle committee in autumn 1998 as well as with the 20 best-practice recommendations on derivative risk management put forward in the seminal Group of Thirty (G30) report in 1993 (Appendix 1).

2.
Typology of Operational Risks

2.1
What is Operational Risk?

Operational risk is the risk associated with operating the business. Operational risk covers such a wide area that is useful to subdivide operational risk into two components, operational failure risk and operational strategic risk.

Operational failure risk arises from the potential for failure in the course of operating the business. A firm uses people, process, and technology to achieve business plans, and any one of these factors may experience a failure of some kind. Accordingly, operational failure risk is the risk that exists within the business unit caused by the failure of people, process or technology. A certain level of the failures may be anticipated and should be built into the business plan. It is the unanticipated, and therefore, uncertain failures that give rise to risk. These failures can be expected to occur periodically, although both their impact and their frequency may be uncertain. The impact or severity of a financial loss can be divided into the expected amount, the severe amount and the catastrophic amount (Figure 14). The firm should provide for the losses that arise from the expected component of these failures by charging expected revenues with a sufficient amount of reserve. In addition, the firm should set aside sufficient economic capital to cover the unexpected component or resort to insurance. (Section 6.)

Operational strategic risk arises from environmental factors like a new competitor that changes the business paradigm, a major political and regulatory regime change, earthquakes and other such factors that are outside the control of the firm. It also arises from major new strategic initiatives, such as getting into a new line of business or redoing how current business is to be done in the future. All businesses also rely on people, processes and technology outside their business unit, and the same potential for failure exits there. This type of risk will be referred to as external dependencies.

In summary, operational failure risk can arise due to the failure of people, process or technology and external dependencies, just like market risk can arise due to unexpected changes in interest rates, foreign exchange rates, equity prices and commodity prices.
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In short, operational failure risk and operational strategic risk, as illustrated in Figure 1, are the two main categories of operational risks.  They can also be defined as “internal” and “external” operational risks.

[image: image10.wmf]Management

  Action

- Investment

- Divestment

- Tighter Controls

- Insurance/Risk

- Financing

Assessment

  For Likelihood by ORMG

–

 Audit Reports

–

  Regulatory Reports

–

 Management Reports

–

 Etc.

Assessment

For Severity

–

 Management Interviews

–

 Loss History

Step 1

INPUT

RISK ASSESSMENT FRAMEWORK

OPERATING RISK

REVIEW COMMITTEE

Better Capital

Allocation

Improved Risk

Reporting

and Analysis

OUTPUT

Step 4

Step 3

- Etc.

Step 2

Operational Risk Categories

Process

Technology

External

Dependencies

  People

S

Probability(P):

VH H M L VL

Severity(S):

%

of Profits

Risk Factors

Ø

A disciplined framework for identifying and evaluating

things that affect the likelihood of loss

Ø

Addresses Capacity, Capability, Availability

Ø

Net risk...

Net of Controls/hedges/insurance

Operational Risk

Exposures

Overall Assessment

Outsourcing

Privacy

Y2k Compliance

Fraud

Political Environment

Downsizing

Internal

Dependencies

REVIEW AND

VALIDATION

This chapter focuses on operational failure risk, i.e. on the internal factors enumerated in Table 1 that can and should be controlled by management. However, one should observe that a failure to address a strategic risk issue could translate into an operational failure risk. For example, a change in the tax laws is a strategic risk.  The failure to comply with the tax laws is an operational failure risk. Furthermore, from a business unit perspective it might be argued that external dependencies include support groups within the bank, such as information technology. In other words, the two types of operational risk are interrelated and tend to overlap.

Figure 2:  Operational risk can occur from beginning to end
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2.2
From Beginning to End

Operational risk is often thought to be limited to losses that can occur in operations or processing centers (i.e., where transaction processing errors can occur). This type of operational risk, some times referred to as operations risk, is an important component but by no means all of operational risks facing the firm. As has been said, operational risk is the risk associated with operating the business, and therefore significant amounts of operational risk occur outside of the processing centers. If we take the example of a derivative sales desk then one can see that operational risk can arise before, during and after a transaction is processed. (Figure 2.)

Risks exist before processing, while the potential transaction is being designed, during negotiation with the client regardless if the negotiation is a lengthy structuring exercise or a routine electronic negotiation and continues after the negotiation through various continual servicing of the original transaction.

A complete picture of operational risk can only be obtained if the activity is analyzed from beginning to end. Let’s return to the example of a derivatives sales desk. Several things have to be in-place before a transaction can be negotiated, and each exposes the firm to operational risk.  First, sales may be highly dependent on a valued relationship between a particular sales person and the client.  Second, sales are usually dependent on the highly specialized skills of the product designer to come up with both a structure and a price that the client finds more attractive than competing offers. This situation exposes the institution to key people risks. For example, the risk may arise from uncertainty as to whether these key people continue to be available. In addition, do they have the capacity to deal with increased sophisticaion in client needs or are they at full capacity dealing with too many clients to be able to handle increases in client needs. Also do the people have the capability to respond to evolving and perhaps more complex client needs.

During the processing of the transaction, the firm is exposed to several risks. First, the sales person may either willingly or unwillingly not fully disclose the full range of the risks of the transaction to a client. This circumstance might be a high risk during periods of intense pressure to meet bonus targets for the desk. Related to this is the risk that the sales person persuades the client to engage in a transaction that is totally inappropriate for the client, exposing the firm to potential lawsuits and regulatory sanctions. This is an example of people risk. Second, as is the case with many derivative transactions, the sales person may rely on sophisticated financial models to price the transaction. This creates what is commonly called model risk (Appendix 2). Model risk arises because the wrong parameters may be input, the model may be used inappropriately (e.g. outside its domain of applicability), etc. Once the transaction is negotiated and a ticket is written, several errors may occur as the transaction is recorded in the various systems or reports. For example an error may result in delayed settlement giving rise to late penalties. Further, an error may be mis-classified in the market risk and credit risk reports which may lead to an understated exposure, which in turn may lead to the execution of additional transactions that would otherwise not have been done. These are examples of process risk. 

The list of what can go wrong before, during, and after the transaction, can go on and on. The system which records the transaction may not be capable of handling the transaction or it may not have the capacity to handle such transactions, or it may not be available, (i.e. it may be down) etc. If any one of the steps is out-sourced, such as phone transmission, then external dependency risk arises. However, each type of risk can be captured either as a people, process, technology, or an external dependency risk, and each can be analyzed in terms of capacity, capability or availability.

3.
Who Should Manage Operational Risk

Figure 3: Policy setting
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Policy setting remains the responsibility of senior management, even though the development of those policies may be delegated, and submitted to the board of directors for approval. The essentials of proper operational risk management requires that appropriate policies be in place that limit the amount of operational risk taken. Senior management needs to give authority to change the operational risk profile to those who can take action. Operational risk management needs to ensure that timely and effective monitoring, transparency and understanding of the risk is in place. To avoid any conflict of interest, no one group (Figure 3) should be responsible for setting policies, taking action, and monitoring the risk taken, altogether.

The authority to take action rests with business management, who is responsible for controlling the amount of operational risk taken within the business. The infrastructure and governance groups share with business management the responsibility for managing operational risk.

The development of the methodology for measuring and monitoring the risks resides with risk management. Risk management, besides ensuring that the risks are transparent and well established, through measuring and reporting, can also manage the firm's operational risk on a portfolio basis. Portfolio management adds value by ensuring that operational risk is adequately capitalized. Portfolio management also involves providing regular reviews of trends, as well as analyzing concentrations of operational risk. Risk management needs to ensure proper operational risk reward analysis is performed in the review of existing business and before the introduction of new initiatives and products. In this regard risk management works very closely, but independently, with business management, infrastructure, and the other governance groups.

Senior management needs to know if the delegated responsibilities are actually being followed and if the resulting processes are effective. Internal audit is charged with this responsibility. Audit determines the effectiveness and integrity of the controls that business management puts in place to keep risk within tolerable levels. This implies that internal audit provides a key component of the information required for measuring operational risk.

3.1
Managing Operational Risk as a Partnership

We believe that a partnership between business and its infrastructure, internal audit and risk management, is the key to success. How can this partnership be constituted? 

Operational risk is often managed on an ad hoc basis. and banks can suffer from a lack of coordination among functions such as risk management, internal audit, and business management. Most often there are no common bank-wide policies, methodologies or infrastructure (Figure 17).  As a result there is also often no consistent reporting on the extent of operational risk within the bank as a whole. Furthermore, bank-wide capital attribution models rarely incorporate meaningful measures of operational risk.

First, the necessary operational risk information has to travel from the operational environment which includes infrastructure, corporate governance and business units, to the operational risk management function. In return, the operational risk management function must provide operational risk analyses and policies to all units on a timely basis - as well as generating firm-wide and regulatory risk reports, and working with the audit function.

Second, the various businesses in the bank implement the policy, manage the risks and generally run their business.

Third, at regular intervals the internal audit function needs to ensure that the operational risk management process has integrity, and is indeed being implemented along with the appropriate controls. In other words, auditors analyze the degree to which businesses are in compliance with the designated operational risk management process. They also offer an independent assessment of the underlying design of the operational risk management process. This includes examining the process surrounding the building of operational risk measurement mod​els, the adequacy and reliability of the operations risk management systems and compliance with external regulatory guidelines, etc. Audit thus provides an overall assurance on the adequacy of operational risk management.

A key audit objective is to evaluate the design and conceptual soundness of the operational risk value-at-risk (operational risk VaR) measure, including any methodologies associated with stress testing, and the reliability of the reporting framework. Audit should also evaluate the operational risks that affect all types of risk management information systems - whether they are used to assess market, credit or operational risk itself - such as the processes used for coding and implementation of the internal models. This includes examining controls concerning the capture of data about market positions, the accuracy and completeness of these data, as well as controls over the parameter estimation processes. Audit would typically also review the adequacy and effectiveness of the processes for monitoring risk, and the documentation relating to compliance with the qualitative/quantitative criteria outlined in any regulatory guidelines.

Regulatory guidelines typically also call for auditors to address the approval process for vetting risk pricing models and valuation systems used by front and back-office personnel (for reasons made clear in Appendix 2), the validation of any significant change in the risk measurement process, and the scope of risks captured by the risk measurement model. Audit should verify the consistency, timeliness and reliability of data sources used to run internal models, including the independence of such data sources. A key role is to examine the accuracy and appropriateness of volatility and correlation assumptions as well as the accuracy of the valuation and risk transformation calculations. Finally, auditors should examine the verification of the model's accuracy through an examination of the back-testing process.

The bank’s risk management team, to achieve all this, will need to develop policy, design the operational risk measurement methodology and build the necessary infrastructure.  The operational risk management group will then be able to monitor and analyze the risks, implement methodologies such as risk-adjusted return on capital (RAROC) and actively manage residual risk using tools such as insurance.

4.
The Key To Implementing Bank-Wide Operational Risk Management

[image: image11.wmf]Operational Risk Categories

Process

Technology

External

Dependencies

  People

S/P

Probability(P):

VH H M L VL

Severity(S):

Impact on Profits

Risk Factors

Ø

A disciplined framework for identifying and evaluating

things that affect the likelihood of loss

Ø

Addresses Capacity, Capability, Availability

Ø

Net risk...

Net of Controls/hedges/insurance

Operational Risk

Exposures

Overall Assessment

Outsourcing

Privacy

Y2k Compliance

Fraud

Political Environment

Downsizing

Internal

Dependencies

[image: image12.wmf]Internal

External

        Change

      Complexity

Complacency

Connectivity of

Operational

Risk

Exposure

Likely drivers

of Operational

Risk associated

with each

operational risk

category

Dependencies

  People

    Process

      Technology

Operational Risk 

Catetgories

Sources

In our experience, eight key elements, as shown in Figure 4, are necessary to successfully implement a bank-wide operational risk management framework.  They involve setting policy and identifying risk as an outgrowth of having designed a common language, constructing business process maps, building a best-practice measurement methodology, providing exposure management, installing a timely reporting capability, performing risk analysis inclusive of stress testing, and allocating economic capital as a function of operational risk. Let’s look at these in more detail.

4.1
Develop well defined operational risk policies

This includes explicitly articulating the desired standards for risk measurement. One also needs to establish clear guidelines for practices that may contribute to a reduction of operational risk. For example the bank needs to establish policies on model vetting, off-hour trading, off-premises trading, legal document vetting, etc.

4.2
Establish a common language of risk identification

For example, people risk would include a failure to deploy skilled staff. Process risk would include execution errors. Technology risk would include system failures, etc.

4.3
Develop Business Process Maps Of Each Business

For example, one should map the business process associated with the bank’s dealing with a broker so that it becomes transparent to management and auditors.  One should create an “operational risk catalogue”, as illustrated in Table 1, which categorizes and defines the various operational risks arising from each organizational unit in terms of people, process and technology risks. This includes analyzing the products and services that each organizational unit offers, and the action one needs to take to manage operational risk. This catalogue should be a tool to help with operational risk identification and assessment. Again, the catalogue should be based on common definitions and language.

Table 1: Types of operational failure risks
1. People risk:
· Incompetency 

· Fraud 

· Etc

2. Process risk:



A. Model risk 
· Model/methodology error 

· Mark-to-model error 

· Etc


B. Transaction risk

· Execution error 

· Product complexity 

· Booking error

· Settlement error 

· Documentation/contract risk

· Etc.


C. Operational control risk 
· Exceeding limits

· Security risks

· Volume risk

· Etc.

3. Technology risk:
· System failure

· Programming error

· Information risk 

· Telecommunication failure

· Etc.




4.4
Develop a comprehensible set of operational risk metrics

Operational risk assessment is a complex process. It needs to be performed on a firm-wide basis at regular intervals using standard metrics In the early days, as illustrated in Figure 5, business and infrastructure groups performed their own self-assessment of operational risk. Today, self-assessment has been discredited.  For example, the self-assessment of operational risk at Barings Bank contributed to the build up of market risk at that institution  and is no longer an acceptable approach.  Sophisticated financial institutions are trying to develop objective measures of operational risk that build significantly more reliability into the quantification of operational risk.

To this end, operational risk assessment needs to include a review of the likelihood of a particular operational risk occurring, as well as the severity or magnitude of the impact that the operational risk will have on business objectives.  This is no easy task. For example, it can be challenging to assess the probability of a computer failure, or of a programming bug in a valuation model, and to assign a potential loss to any such event.  We examine this challenge in more detail in the next section.

Figure 5: The process of implementing operational risk management
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4.5
Decide how one will manage operational risk exposure and take appropriate action to hedge the risks
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INCREASING OPERATIONAL RISK KNOWLEDGE REQUIRED

The bank should address the economic question of the cost-benefit of insuring a given risk for those operational risks that can be insured.

4.6
Decide on how one will report exposure

For example an illustrative summary report for the Tokyo equity arbitrage business is shown in Table 2.
4.7
Develop tools for risk analysis and procedures for when these tools should he deployed

For example, risk analysis is typically performed as part of a new product process, periodic business reviews, etc. Stress testing should be a standard part of the risk analyst process. The frequency of risk assessment should be a function of the degree to which operational risks are expected to change over time as businesses undertake new initiatives, or as business circumstances evolve. This frequency might be reviewed as operational risk measurement is rolled out across the bank. A bank should update its risk assessments more frequently, say semi-annually, following the initial assessment of operational risk within a business unit. Further, one should reassess whenever the operational risk profile changes significantly, e.g., after the implementation of a new system, entering a new service, etc.

4.8
Develop techniques to translate the calculation of operational risk into a required amount of economic capital

Tools and procedures should be developed to enable businesses to make decisions about operational risk based on risk reward analyses, as we discuss in more detail later in the chapter.

5.
A Four-Step Measurement Process For Operational Risk

Clear guiding principles for the operational risk measurement process should be set to ensure that it provides an appropriate measure of operational risk across all business units throughout the bank.  Figure 6 illustrates these principles.  By “objectivity” we mean that operational risk should be measured using standard objective criteria. “Consistency" refers to ensuring that similar operational risk profiles in different business units result in similar reported operational risks. “Relevance” refers to the idea that risk should be reported in a way that makes it easier to take action to address the operational risk. "Transparency” refers to ensuring that all material operational risks are reported and assessed in a way that makes the risk transparent to senior managers. By "bank-wide" we mean that operational risk measures should be designed so that the results can be aggregated across the entire organization. Finally, "completeness" refers to ensuring that all material operational risks are identified and captured.

Figure 6: Guiding Principles for the Operational Risk Measurement
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As pointed out earlier, one can assess the amount of operational risk in terms of the likelihood of operational failure, net of mitigating controls, and the severity of potential financial loss given that a failure occurs. This suggests that one should measure operational risk using the four-step operational risk process illustrated in Figure 7. We discuss each step in more detail below.

5.1
Input (Step 1)

The first step in the operational risk measurement process is to gather the information needed to perform a complete assessment of all significant operational risks. A key source of this information is often the finished products of other groups. For example. a unit that supports a business group often publishes reports or documents that may provide an excellent starting point for the operational risk assessment.

Relevant and useful reports (e.g. Figure 8), include audit reports, regulatory reports, etc. The degree to which one can rely on existing documents for control assessment varies.

For example, if one is relying on audit documents as an indication of the degree of control, then one needs to ask if the audit assessment is current and sufficient. Have there been any significant changes made since the last audit assessment?  Did the audit scope include the area of operational risk that is of concern to the present risk assessment?




Assessment for:

Likelihood of Occurrence
Severity

· Audit reports

· Regulatory reports

· Management reports

· Expert opinion

· BRP (Business Recovery Plan)

· Y2K (year 2000) reports

· Business plans

· Budget plans

· Operations plans

· Etc.


· Management interviews

· Loss history

· Etc.

If one diligently works through the process of gathering information then the available information gaps often become apparent. These gaps in information often need to be filled through discussion with the relevant managers. Information from primary sources needs to be validated, and updated as necessary. Particular attention should be paid to any changes in the business or operating environment since the information was first produced.

Typically, there is not sufficient reliable historical data available to confidently project the likelihood or severity of operational losses. One often needs to rely on the expertise of business management, until reliable data is compiled to offer an assessment of the severity of the operational failure for each of the key risks (as we will describe in Step 2).  The centralized operational risk management group (ORMG)
 will need to validate any such self-assessment by a business unit in a disciplined way. Often this amounts to a “reasonableness” check that makes use of historical information on operational losses within the business and within the industry as a whole.

The time frame employed for all aspects of the assessment process is typically one year. The one-year time horizon is usually selected to align with the business planning cycle of the bank. Nevertheless, while some serious potential operational failures may not occur until after the one-year time horizon, they should be part of the current risk assessment. For example, one may have key employees under contract working on the year 2000 problem - the risk that systems will fail on January 1, 2000. These personnel may be employed under contracts that terminate more than 12 months into the future. However, while the risk event may only occur beyond the end of the current one-year review period, current activity directed at mitigating the risk of that future potential failure should be reviewed for the likelihood of failure as part of the current risk assessment.

5.2
Risk Assessment Framework (Step 2)

The “input" information gathered in Step 1 needs to be analyzed and processed through the risk assessment framework sketched in Figure 9. The risk of unexpected operational failure, as well as the adequacy of management processes and controls to manage this risk, needs to be identified and assessed. This assessment leads to a measure of the net operational risk, in terms of likelihood and severity.

5.2.1
Risk Categories

We mentioned earlier that operational risk can be broken down into four headline risk categories, representing the risk of unexpected loss due to operational failures in people, process and technology deployed within the business - collectively the internal dependencies - and external dependencies. 

Internal dependencies should each be reviewed according to a common set of factors. Assume. for illustrative purposes, that we examine these internal dependencies according to three key components of capacity, capability and availability. For example, if we examine operational risk arising from the people risk category then one can ask:

- Does the business have enough people (capacity) to accomplish its business plan?

- Do the people have the right skills (capability)?

- Are the people going to be there when needed (availability)?

External dependencies are also analyzed in terms of the specific type of external interaction. For example, one would look at clients external to the bank, or an internal function that is external to the business unit under analysis, government regulatory agencies, suppliers (internal or external), contractors, out-sourced service providers (external or internal), investments, affiliations and competitors, etc.

Figure 10: Connectivity of operational risk exposure
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5.2.2
Connectivity And Inter-Dependencies

The headline risk categories cannot be viewed in isolation from one another. Figure 10 illustrates the idea that one needs to examine the degree of interconnected risk exposure across the headline operational risk categories, in order to understand the full impact of any risk. For example, assume that a business unit is introducing a new computer technology. The implementation of that new technology may generate a set of interconnected risks across people, process and technology. Have the people who are to work with the new technology been given sufficient training and support?

All this suggests that the overall risk is likely to be higher than that accounted for by each of the component risks considered individually. Similarly, the severity or financial impact assessment could be greater (or may be less) than the sum of the individual severity assessments.

5.2.3
Change, Complexity, Complacency
One should also examine the sources that drive the headline categories of operational risk. For example, one may view the drivers as falling broadly under the categories of change, complexity, and complacency.

Change refers to such items as introducing new technology or new products, a merger or acquisition, or moving from internal supply to outsourcing, etc. Complexity refers to such items as complexity in products, process or technology. Complacency refers to ineffective management of the business, particularly in key operational risk areas such as fraud, unauthorized trading, privacy and confidentiality, payment and settlement, model use, etc.  Figure 11 illustrates how these underlying sources of a risk connect to the headline operational risk categories.

5.2.4
Net Likelihood Assessment

The likelihood that an operational failure may occur within the next year should be assessed, net of risk mitigants such as insurance, for each identified risk exposure and for each of the four headline risk categories (i.e. people, process and technology, and external dependencies). This assessment can be expressed as a rating along a five-point likelihood continuum from very low (VL) to very high (VH) since it is often unclear how to quantify these risks, as set out in Table 3.



Likelihood that an operational failure will occur within the next year

VL 
Very low (very unlikely to happen: less than 2%)

L  
Low (unlikely: 2-5%)

M  
Medium (may happen: 5-10%)

H  
High (likely to happen: 10-20%)

VH 
Very high (very likely: greater than 20%)

5.2.5
Severity Assessment

Severity describes the potential loss to the bank given that an operational failure has occurred. Typically, this will be expressed as a range of dollars (e.g. $50 million to $100 million), as exact measurements will not usually be possible. Severity should be assessed for each identified risk exposure. As pointed out above, the severity of operational risks should be evaluated net of risk mitigants. For example, if one has insurance to cover a potential fraud then one needs to adjust the degree of fraud risk by the amount of insurance. We expect over time that insurance products will play an increasingly larger role in the area of mitigating operational risk. We also expect over time that insurance products will help to provide additional price discovery for operational risk. In practice the operational risk management group, in the early stages of operational risk assessment, is likely to rely on the expertise of business man​agement to recommend appropriate severity amounts.

5.2.6
Combining Likelihood And Severity Into An Overall Operational Risk Assessment

Operational risk measures are constrained in that there is not usually a defensible way to combine the individual likelihood of loss and severity assessments into an overall measure of operational risk within a business unit. To do so, the likelihood of loss would need to be expressed in numerical terms – e.g. a medium risk represents a 5-10% probability of occurrence. This cannot be accomplished without statistically significant historical data on operational losses.

The fact is that for the moment the financial industry measures operational risk using a combination of both quantitative and qualitative points of view. To be sure, one should strive to take a quantitative approach based on statistical data. However, where the data are unavailable or unreliable - and this is the case for many risk sources at the moment - a qualitative approach can be used to generate a risk rating. Neither approach on its own tells the whole story: the quantitative approach is often too rigid, while the qualitative approach is often too vague. The hybrid approach requires a numerical assignment of the amount at risk based on both quantitative and qualitative data.

Ideally, one would also calculate the correlation between the various risk exposures and incorporate this into the overall measure of business or firm-wide risk. Given the difficulty of doing this, for the time being risk managers are more likely to simply aggregate individual seventies assessed for each operational risk exposure.

5.2.7
Defining Cause And Effect

Loss data is easier to collect than data associated with the cause of loss.  There may be many causes to one loss.  The relationship can be highly subjective and the importance of each cause difficult to assess.  Most banks start by collecting the losses and then try to fit the causes to them.  The methodology is typically developed later, after the data has been collected. One needs to develop a variety of empirical analyses to test the link between cause and effect. For example, best practice calls for having an independent analytical group within risk management vet all mathematical models. The failure to create such a group is a cause.  If the bank should lose money from using erroneous mathematical models then the amount of money lost from using the erroneous models is the effect. Consulting firms are currently providing services which help institutions link cause and effect and source date. (Table 4.)

Table 4:  Risk categories: example of cause, effect and source

Risk category
The cause
The effect (the loss)
Sources of probability and magnitude of loss data

People 

(Human resource)
Loss of key staff, say due to defection to a competitor
Variance in revenues/profits (e.g. cost of recruiting replacements, costs of training, disruption to existing staff)
· Delphic
 techniques based on business assessment

Process
Declining productivity as volume grows
Variance in process costs from predicted levels, excluding process malfunctions
· Historical variances

· Supplier/vendor estimates

· Industry benchmarking

Technology
Year 2000 upgrade expenditure
Variance in technology running costs from predicted levels
· Historical variances

· Supplier/vendor estimates

· Industry benchmarking

Source:  Extracted from tables provided by Duncan Wilson, Head of Risk Management, EMEA, Global Financial Markets IBM

5.2.8
Sample Risk Assessment Report

What does this approach lead to when put into practice? Assume we have examined Business Unit A and have determined that the sources of operational risk are related to outsourcing, privacy, compliance, fraud, downsizing, and the political environment.

The sample report, as illustrated in Table 5, shows, in the overall assessment row, that the business has an overall "low" likelihood of operational loss within the next 12 months. Observe that an overall assessment has led to an overall exposure estimate of $150 to $300 million.  One typically could display for each business unit a graph showing the relationship between severity and likelihood across each operational risk type (Appendix 4).

The summary report typically contains pages of details for each of the factors considered in making a likelihood assessment for each operational risk exposure, broken down by people, process, technology and external dependencies.


Likelihood of event

(In 12 months)

Operational risk scenarios
Internal dependencies
External dependencies
Overall assessment
Severity ($million)


People
Process
Technology




Outsourcing
L
VL
VL
M
M
50-100

Privacy
L
M
VL
L
L
50-100

Compliance
L
VI
VL
VL
L
35-70

Fraud
L
L
VL
VL
L
5-10

Downsizing
I
VL
VL
L
L
5 10

Political environment
VL
M
VL
VL
L
5-10

Overall assessment
L
M
VL
L
L
150-300

5.3
Review And Validation (Step 3)

What happens after such a first cut report has been generated? First. the centralized operational risk management group (ORMG) reviews the assessment results with senior business unit management and key officers, in order to finalize the proposed operational risk rating. Key officers include those with responsibility for the management and control of operational activities, such as internal audit, compliance, IT, human resources, etc.. 

Second, one may want to review the first cut operational risk assessment through an operational risk rating committee validation process. ORMG can present its recommended rating to an operating risk rating review committee - a process similar to that followed by credit rating agencies such as Standard & Poors. The risk committee comments on the ratings prior to publication. ORMG may clarify or amend its original assessment based on feedback from the rating review committee. This takes the form of a review of the individual risk assessments by knowledgeable senior committee personnel to ensure that the framework has been consistently applied across businesses, that there is sufficient scrutiny to remove the effects of any imperfections, etc. The committee should have representation from business management, audit, functional areas, and chaired by risk management. A voting system can be used to determine the final risk rating, with risk management having the right to veto.

5.4
Output (Step 4)

Figure 12: Fourth Step in the Measurement Process of Operational Risk: Output
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The final assessment of operational risk will be formally reported to business management, the centralized Raroc group, and the partners in corporate governance, such as internal audit. compliance, etc.. The output of the assessment process, as illustrated in Figure 12, has two main uses. Firstly, the assessment provides better operational risk information to management for use in improving risk management decisions. Secondly, the assessment improves the allocation of economic capital to better reflect the extent of operational risk being taken by a business unit, a topic we discuss in more detail below. Overall, operational risk assessment guides management action - for example, in deciding whether to purchase insurance to mitigate some of the risks.

The overall assessment of the likelihood of operational risk and severity of loss for a business unit can be plotted to provide relative information on operational risk exposures across the bank or a segment of the bank, as shown in Figure 13 (see also Appendix 4).  Of course, Figure 13 is a very simplified way of representing risk, however for many operational risks presenting a full probability distribution is too complex to be justified - and may even be misleading given the lack of historical evidence. In Figure 13, one can see very clearly that if a business unit falls in the upper right-hand quadrant then the business unit has a high likelihood of operational risk and a high severity of loss, if failure occurs. These units would be the focus of management's attention.

A business unit may address its operational risks in several ways. First, one can invest (e.g. upgrade technology) in the business unit (investment).  Second, one can avoid the risk by withdrawing from a business activity (divestment). Third, one can accept and manage the risk, say, through effective management, monitoring and control (tighter controls). Fourth, one can transfer the risk to another party (e.g. say through insurance or outsourcing).  One can put appropriate fall-back plans in place in order to reduce the impact should an operational failure occur.  For example, after management identifies the sources of operational risks in its organization, it can ask several insurance companies to submit proposals for insuring those risks. Of course, not all operational risks are insurable, and in the case of those that are insurable the required premium may be prohibitive. The strategy and the eventual decision should be based on a cost-benefit analysis.

6.
Capital Attribution For Operational Risks

One can make sure by attributing economic capital to operational risks that businesses that take on more operational risk are assigned a greater allocation of capital, as well as incur a transparent capital charge. The idea is that this, in turn, will allow whole firms and individual businesses to use risk/reward analysis to improve their operational decisions.

In many banks, the methodology for translating operational risk into capital is developed by the Raroc group in partnership with the operational risk management group. One approach to allocating economic capital is really an extension of the risk measurement and ranking process we described above. For example:

- First assign a risk rating to each business based on the likelihood of an operational risk occurring, for example, on a scale of 1 for "very low" operational risk to 5 for “very high”. This rating should be assigned to reflect the probability of a failure occurring, inclusive of mitigating factors introduced by management.

- Second, the degree of severity of the risk should be determined given the operational risk has occurred. As pointed out earlier, risk severity is estimated utilizing a combination of internal loss history, losses at other banks and management judgement, etc.

- Third, a risk rating is assigned based on combining the likelihood and severity operational risk calculation. A review group ensures consistency and integrity of the operational risk rating process on a bank-wide basis, so that the result is a “relative” risk rating for each business that can then be used to attribute capital up to the desired “all-bank operational risk capital amount”.

Note that for the purposes of capital allocation we need to take special account of the kind of worst-case scenarios of operational losses illustrated in Figure 14. To understand this diagram, remember that operational risks can be divided into those losses that are expected and those that are unexpected. Management, in the ordinary course of business, knows that certain operational activities will fail. There will be a "normal" amount of operational loss that the business is willing to absorb as a cost of doing business, such as error correction, fraud, etc.  These failures are explicitly or implicitly budgeted for in the annual business plan and are covered by the pricing of the product or service. We assume that a business unit's management is already assessing and pricing expected failures.

By contrast, the focus of this chapter, as illustrated in Figure 14
, is on unexpected failures, and the amount of economic capital that should be attributed to business units to absorb those losses. However, as the figure suggests, unexpected failures can themselves be further subdivided.

- Severe but not catastrophic losses. Unexpected severe operational failures, as illustrated in Table 6, should be covered by an appropriate allocation of operational risk capital These kinds of losses will tend to be covered by the measurement processes described in the sections above.



Operational Losses
Expected event

(high probability, low losses)

Unexpected event
(low probability, high losses)



Severe financial impact
Catastrophic financial impact

Covered by
Business plan
Operational risk capital
Insurable (risk transfer) or “risk financing”

- Catastrophic losses These are the most extreme but also the rarest forms of operational risk events - the kind that might destroy the bank entirely. Value-at-risk (VaR) and Raroc models are not meant to capture catastrophic risk, since potential losses are calculated up to a certain confidence level and catastrophic risks are by their very nature extremely rare. Banks will attempt to find insurance coverage to hedge catastrophic risk since capital will not protect a bank from these risks.

Although VaR/Raroc models may not capture catastrophic loss, banks can use these approaches to assist their thought process about insurance. For example, it might be argued that one should retain the risk if the cost of capital to support the asset is less than the cost of insuring it. This sort of risk/reward approach can bring discipline to an insurance program that has evolved over time into a rather ad hoc set of policies - often where one type of risk is insured while another is not, with very little underlying rationale.

Banks have now begun to develop databases of historical operational risk events in an effort to quantify unexpected risks of various sorts. They are hoping to use the databases to develop statistically defined "worst case" estimates that may be applicable to a select subset of a bank's businesses - in the same way that many banks already use historical loss data to drive credit risk measurement. Accounting firms such as PriceWaterhouseCoopers are building databases of operational risk.

It should he admitted that this is a new and evolving area of risk measurement. A bank's internal loss database will most likely be extremely small relative to the major losses in certain other banks. Hence, the database should also reflect the experience of others. Blending internal and external data requires a heavy dose of management judgement.

Figure 15:  Capital attribution: present and future
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Some banks are moving to an integrated or concentric approach to the "financing" of operational risks. This financing can be achieved via a combination of external insurance programs (e.g. with floors and caps), capital market tools and self-insurance. Where risks are self-insured, the risk should be allocated economic capital.

How will the increasing emphasis on operational risk and changes in the financial sector affect the overall capital attributions in banking institutions? In the very broadest terms, we would guess that the typical capital attributions in banks now stand at around 20% for operational risk, 10% for market risk, and 70% for credit risk (Figure 15). We would expect that both operational risk and market risk exposures might evolve in the future to around 30% each - although of course much depends on the nature of the institution. The likely growth in the weighting of operational risk can be attributed to the growing risks associated with people, process, technology and external dependencies. For example, it seems inevitable that financial institutions will experience higher worker mobility, growing product sophistication, increases in business volume, rapid introduction of new technology and increased merger/acquisitions activity - all of which generate operational risk.

Regulators require sufficient capital against market risk (BIS 98) and credit risk in the banking book (modified BIS 88), but there are no formal capital requirements against operational risk.  It is an open issue at this stage as to the feasibility of whether BIS could reasonably allocate capital based on directionally correct assessments of operational risk against potential losses at say the 1% confidence level. If the answer is positive then the question is what should be the criteria to determine the appropriate allocation of capital to OR.

7.
Self Assessment Vs Risk Management Assessment

Some would argue that the enormity of the task implies that the only way to achieve this, without creating an army of risk managers, is to have business management self assess the risks. However, this approach is not likely to surface the kind of necessary information from where it is most needed. It is unlikely that a Nick Leeson would have self assessed his operational risk accurately. This has nothing to do with trust or competency, but to do with the competing tradeoffs between seeking new opportunities and managing the associated risk that every business manager faces every day.

In normal circumstances senior management aligns, through the use of appropriate incentives, the short and perhaps long term interest of the business manager with those of the business as a whole. If we assume this alignment then business management is incented to share their view of both the opportunities and the risk with senior management. Self-assessment in this idealized environment perhaps would produce an accurate picture of the risk. However, a business manager in difficult situations, that is, when the risks are high, may view high risk as temporary and therefore may not always be motivated towards an accurate self-assessment.  In other words, precisely when the accurate measurement of the operational risk would be most useful, is when self-assessment would give the most inaccurate measurement. To ensure objectivity, consistency and transparency, risk management should do the gathering and processing of this data.

So how is this to be done without the army of risk management personnel? First, a baseline and high level but reasonable view of the operational risk can be constructed from the analysis of available information, business management interviews, etc. This can be accomplished over a reasonable timeframe with a small group of knowledgeable risk managers. Risk managers who have been trained to look for risk and have been made accountable for obtaining an accurate view of the risk at a reasonable cost, must manage this tradeoff between accuracy, granularity and timeliness. Secondly, risk managers must be in the flow of all relevant business management information. This can be accomplished by having risk managers sit in the various regular business management meetings, involved in the new product approval process, and be the regular recipient of selected management reports, etc. This is the same as how either a credit risk manager or a market risk manager keeps a timely and a current view of their respective risks.

A second argument often used in favor of self-assessment is that an operational risk manager cannot possibly know as much about the business as the business manager, and therefore a risk assessment done by a risk manager will be incomplete or inaccurate. This however confuses their respective roles and responsibilities.  The business manager should know more about the business than the operational risk manager, otherwise that in itself creates an operational risk. The operational risk manager is trained in evaluating risk, much like a life insurance risk manager is trained to interpret the risk from a medical report and certain statistics. The operational risk manager is neither expected to be a medical expert nor even to be able to produce the medical report only to interpret and extract risk information. This by the way is the same with a credit risk manager A credit risk manager is expected to observe, analyze, interpret information about a company so as to evaluate the credit risk of a company, not be able to manage that company. To demand more from an operational risk manager would be to force that risk manager to lose focus and therefore reduce their value added.  Operational risk can be mitigated by training personnel on how to use the tools associated with best practice risk management. (Appendix 5.)

8.
Integrated Operational Risk

At present, most financial institutions have one set of rules to measure market risk, a second set of rules to measure credit risk, and are just beginning to develop a third set of rules to measure operational risk. It seems likely that the leading banks will work to integrate these methodologies (Figure 16).  For example they might attempt to integrate market risk VaR and credit risk VaR with a new operational risk VaR measure.

Developing an integrated risk measurement model will have important implications from both a risk transparency and a regulatory capital perspective. For example, if one simply added a market risk VaR plus an operational risk VaR plus a credit risk VaR to obtain a total VaR rather than developing an integrated model, then one would overstate the amount of risk.  The summing ignores the interaction or correlation between market risk, credit risk and operational risk.

The Bank for International Settlement (1988) rules for capital adequacy are generally recognized to be quite flawed. For example: an unfunded revolver with a maturity of less than one year is not charged any regulatory capital.  A loan to General Electric requires five times the capital as a loan to a Japanese City Bank. A loan to a BB counterparty receives the same amount of regulatory capital as a loan to a AA counterparty. A single loan of $100 gets charged the same amount of regulatory capital as a portfolio comprised of 100 $1 loans to well diversified counterparties. We would expect that in time regulators will allow banks to use their own internal models to calculate a credit risk VaR to replace the outdated BIS (1988) rules, in the same way that the BIS 1998 Accord allowed banks to adopt an internal models approach for determining the minimum required regulatory capital for trading market risk.  For example, we would expect in the near term that BIS would call for an intermediate step prior to acceptance of full credit VaR models such as allowing banks to use their own internal risk rating system for purposes of arriving at the minimum required regulatory capital for credit risk.

The banking industry, rather than the regulators, sponsored the original market VaR methodology; in particular, JP Morgan's release of its RiskMetrics product. The regulators were quite innovative in allowing banks to use their own internal models for purposes of calculating the minimum required regulatory capital associated with market risk (BIS 98). The BIS 98 rules encouraged banks to become more sophisticated, as sophisticated banks who obtained approval of their models were able to obtain a regulatory capital advantage over the standardized BIS 98 approach. Industry has also sponsored the new wave of credit VaR methodologies such as CreditMetrics from JP Morgan, and CreditRisk+ from Credit Suisse Financial Products. JP Morgan also recently introduced a CorporateMetrics product. Similarly, vendor-led credit VaR packages include a package developed by a company called KMV, which is now in use at more than 60 financial institutions.
 All this suggests that, in time the banking industry will sponsor some form of operational risk VaR methodology.

We can push the parallel a little further. The financial community, with the advent of products such as credit derivatives, is increasingly moving towards valuing loan-type products on a mark-to-model basis. Similarly, with the advent of insurance products we will see increased price discovery for operational risk. Moreover, just as we see an increasing trend toward applying market-risk-style quantification techniques to measure the credit VaR associated with products whose value is mostly driven by changes in credit quality, we might also expect to see such techniques applied to develop an operational risk VaR. Full service consulting firms such as Arthur Andersen
 are encouraging banks to develop a common risk map which details the components of operational risk. Further, risk management consulting firms such as Net Risk are facilitating access to operational risk data (Appendix 6).  The focus by both consultants and banking practitioners on operational risk is accelerating efforts to arrive at an operational risk VaR.

A major challenge for banks is to produce comprehensible and practical approaches to operational risk that will prove acceptable to the regulatory community. Ideally, the integrated risk model of the future will encompass market risk VaR, credit risk VaR and operational risk VaR, and be able to calculate both regulatory capital and economic capital.

9.
Concluding Comments

Figure 17:  Best Practice Risk Management
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The developments we discussed above are enabling more effective risk management for institutions.  Increasingly, institutions will be able to gain a competitive advantage by monitoring and managing all of their risks on a global basis - although to achieve this the firm has to confront some fundamental infrastructure issues.

Infrastructure aside, an integrated goal-congruent risk management process that puts all the elements together, as illustrated in Figure 17, will open the door to optimal firm-wide management of risk. "Integrated" refers to the need to avoid a fragmented approach to risk management - risk management is only as strong as the weakest link. "Goal-congruent" refers to the need to ensure that policies and methodologies are consistent with each other. Infrastructure includes having the right people, operations technology and data to appropriately control risk.  Today we can find large databases of external event data that can provide users with the ability to develop their own quantitative analytics.

For example, one goal is to have an "apple-to-apple" risk measurement scheme so that one can compare risk across all products and aggregate risk at any level. A list of the sources that drive the headline categories of operational risk exposures should be developed to help identify a common taxonomy of the drivers of risks. The end product is a best-practice management of risk that is also consistent with business strategies. This is a "one firm, one view" approach that also recognizes the complexity of each business within the firm.

In this chapter we have stressed that operational risk should be managed as a partnership among business units along with their business infrastructure groups, and corporate governance units such as internal audit and risk management. We should also mention the importance of establishing a risk-aware business culture. Senior managers play a critical role in establishing a corporate environment in which best-practice operational risk management can flourish. Personnel will ultimately behave in a manner dependent on how senior management reward and train them. 

Indeed, arguably a key single challenge for senior management is to harmonize the behavior patterns of business units, infrastructure units, corporate governance units, internal audit and risk management and create an environment in which all sides "sink or swim" together in terms of managing operational risk.

Appendix 1 - Group of Thirty Recommendations: Derivatives And Operational Risk

In 1993 the Group of Thirty (G30) provided 20 best-practice risk management recommendations for dealers and end-users of derivatives. These have proved seminal for many banks structuring their derivatives risk management functions, and here we offer a personal selection of some key findings for operational risk managers in other types of institutions who may be less familiar with the report.

The G30 working group was composed of a diverse cross-section of end-users, dealers, academics, accountants, and lawyers involved in derivatives. Input also came from a detailed survey of industry practice among 80 dealers and 72 end-users worldwide, involving both questionnaires and in-depth interviews. In addition, the G30 provides four recommendations for legislators, regulators, and supervisors.

The G30 report noted that the credit, market and legal risks of derivatives capture most of the attention in public discussion. Nevertheless, the G30 emphasized that the successful implementation of systems operations, and controls is equally important for the management of derivatives activities. The G30 stressed that the complexity and diversity of derivatives activities make the measurement and control of those risks more difficult. This difficulty increases the importance of sophisticated risk management systems and sound management and operating practices These are vital to a firm's ability to execute, record, and monitor derivatives transactions, and to provide the information needed by management to manage the risks associated with these activities.

Likewise, the G30 report stressed the importance of hiring skilled professionals: Recommendation 16 states that one should “ensure that derivatives activities are undertaken by professionals in sufficient number and with the appropriate experience, skill levels, and degrees of specialization".

The G30 also stressed the importance of building best-practice systems. According to Recommendation 17, one should "ensure that adequate systems for data capture, processing, settlement, and management reporting are in place so that derivatives transactions are conducted in an orderly and efficient manner in compliance with management policies". Furthermore, "One should have risk management systems that measure the risks incurred in their derivatives activities based on their nature, size and complexity".
Recommendation 19 emphasized that accounting practices should highlight the risks being taken. For example, the G30 pointed out that one “should account for derivatives transactions used to manage risks so as to achieve a consistency of income recognition treatment between those instruments and the risks being managed”.

People

The survey of industry practices examined the involvement in the derivatives activity of people at all levels of the organization.  The survey indicated a need for further development of staff involved in back-office administration, accounts, and audit functions, etc. Respondents believed that a new breed of specialist, qualified operational staff, was required. The survey pointed out that dealers, large and small, and end-users face a common challenge of developing the right control culture for their derivatives activity.

The survey highlighted the importance of the ability of people to work in cross functional teams. The survey pointed out that many issues require input from a number of disciplines (e.g. trading, legal and accounting) and demand an integrated approach.

Systems

The survey confirmed the view that dealing in derivatives can demand integrated systems to ensure adequate information and operational control. The survey indicated that dealers were moving toward more integrated systems, between front and back office, across types of transactions.

The industry has made a huge investment in systems, and almost all large dealers are extensive users of advanced technology. Many derivative groups have their own research and technology teams that develop the mathematical algorithms and systems necessary to price new transactions and to monitor their derivatives portfolios. Many dealers consider their ability to manage the development of systems capabilities an important source of competitive strength.

For large dealers there is a requirement that one develop systems that minimize manual intervention as well as enhance operating efficiency and reliability, the volume of activity, customization of transactions, number of calculations to be performed, and overall complexity.

Systems that integrate the various tasks to be per-formed for derivatives are complex. Because of the rapid development of the business, even the most sophisticated dealers and users often rely on a variety of systems, which may be difficult to integrate in a satisfactory manner. While this situation is inevitable in many organizations, it is not ideal and requires careful monitoring to ensure sufficient consistency to allow reconciliation of results and aggregation of risks where required.

The survey results indicated that the largest dealers, recognizing the control risks that separate systems pose and the expense of substantial daily reconciliations, are making extensive investments to integrate back-office systems for derivatives with front-office systems to derivatives as well as other management information.

Operations

The role of the back-office is to perform a variety of functions in a timely fashion. This includes recording transactions, issuing and monitoring confirmations, ensuring legal documentation for transactions is completed, settling transactions, producing information for management and control purposes. This information includes reports of positions against trading and counterparty limits, reports on profitability, and reports on exceptions, requiring action to be taken such as out-standing confirmations, limit excesses, etc.

There has been significant evolution in the competence of staff and the adequacy of procedures and systems in the back office. Derivatives businesses, like other credit or securities businesses, give the back-office the principal function of recording, documenting, and confirming the actions of the dealers. The wide range of volume and complexity that exists among dealers and end-users has led to a range of acceptable solutions

The long timescales between the trade date and the settlement date, which is a feature of some products, means that errors not detected by the confirmation process may not be discovered for some time

While it is necessary to ensure that the systems are adequate for the organization’s volume and the complexity of derivatives activities, there can be no single prescriptive solution to the management challenges that derivatives pose to the back office. This reflects the diversity in activity between different market participants.

Controls

Derivative activities, by their very nature, cross many boundaries of traditional financial activity Therefore the control function must be necessarily broad, covering all aspects of activity. The primary element of control lies in the organization itself. Allocation of responsibilities for derivatives activities, with segregation of authority where appropriate, should be reflected in job descriptions and organization charts.

Authority to commit the institution to transactions is normally defined by level or position. It is the role of management to ensure that the conduct of activity is consistent with delegated authority. There is no substitute for internal controls; however, dealers and end-users should communicate information that clearly indicates which individuals within the organization have the authority to make commitments. At the same time, all participants should fully recognize that the legal doctrine of "apparent authority" may govern the transactions to which individuals within their organization commit.

Definition of authority within an organization should also address issues of suitability of use of derivatives. End-users of derivatives transactions are usually institutional borrowers and investors and as such should possess the capability to understand and quantify risks inherent in their business. Institutional investors may also be buyers of structured securities exhibiting features of derivatives. While the exposures to derivatives will normally be similar to those on institutional balance sheets, it is possible that in some cases the complexity of such derivatives used might exceed the ability of an entity to understand fully the associated risks. The recommendations provide guidelines for management practice and give any firm considering the appropriate use of derivatives a useful framework for assessing suitability and developing policy consistent with its over-all risk management and capital policies. Organizational controls can then be established to ensure activities are consistent with a firm's needs and objectives.

Audit

The G30 pointed out that internal audit plays an important role in the procedures and control framework by providing an independent, internal assessment of the effectiveness of this framework.

The principal challenge for management is to ensure that internal audit staff has sufficient expertise to carry out work in both the front- and back-offices. Able individuals with the appropriate financial and systems skills are required to carry out the specialist aspects of the work. Considerable investment in training is needed to ensure that staff understand the nature and characteristics of the instruments being transacted and the models that are used to price them.

Although not part of the formal control framework of the organization, external auditors and regulatory examiners provide a check on procedures and controls They also face the challenge of developing and maintaining the appropriate degree of expertise in this area.

Appendix 2 - Types of Operational Risk Losses

Operational risk is multifaceted, and the type of loss can take many different forms, ranging from damage to physical assets to unauthorized activity to unexpected taxation to customer satisfaction etc.  These various operational risk types need to be tightly defined. One should publish internally a lexicon of key terms. For example, an illustrative table of definitions such as illustrated in Table A2.1 should be developed.  This illustrative list is not meant to be exhaustive. It is critical that operational risk management groups are clear when they communicate with line management and senior managers. 

Table A2.1: Lexicon of Key Terms

KEY TERMS
DEFINITION

Asset Loss or Damage
· Risk of either an uninsured or irrecoverable loss or damage to bank assets caused by fire, flooding, power supply, weather, natural disaster, physical accident, etc

· Risk of having to use bank assets to compensate clients for uninsured or irrecoverable loss  or damage to client assets under bank custody 

Note:  excludes loss or damage due to either theft, fraud or malicious damage (separate category below)

Credit losses due to operational failures
· Risk of operational failure, e.g., failure of people, process, technology, or external dependencies resulting in credit losses

Note: This is an internal failure unrelated to the creditworthiness of the borrower or guarantor, e.g., a people risk arises when an inexperienced credit adjudicator assigns better than appropriate risk rating, whereby loan is ultimately priced incorrectly.  The loan is also not monitored as it should be, resulting in greater risk of credit loss than should have been.

Customer satisfaction
· Risk of losing current customers and being unable to attract new customers, with a consequent loss of revenue.

Note: this definition would include reputation risk as it applies to clients

Disputes
· Risk of having to make payments to settle disputes either through lawsuit or negotiated settlement

Note: includes disputes with clients, employees, suppliers, competitors, etc

Market losses due to operational failures
· Risk of operational failure (failure of people, process, technology, external dependencies) resulting in market losses

Note: This is an internal failure unrelated to market movements, e.g. if one uses incomplete or inaccurate data in calculating VaR then the true exposures are not known, and decisions made are based on inaccurate VaR (e.g., with greater risk of market loss than should have been)

Model Risk 

(Appendix 2)
· Models used for limit monitoring and generating P&L are flawed (Appendix 2).

Project Management
· Risk of projects failing to meet initial goals e.g., costing more than budgeted

Regulatory / Compliance
· Risk of regulatory fines, penalties, client restitution payments or other financial cost to be paid

Example: Risk of regulatory sanctions, such as restricting or removal of one’s license, resulting in reduced ability to generate revenue or achieve targeted profitability

Taxation
· Risk of incurring greater tax liabilities than anticipated

Theft I Fraud / Malicious Damage
· Risk of uninsured and irrecoverable loss of bank assets due to either theft, fraud or malicious damage.  The loss may be caused by either internal or external persons.

· Risk of having to use bank assets to compensate clients for either uninsured or irrecoverable loss of their assets under bank custody due to either theft, fraud or malicious damage

Note:  excludes rogue trading (see separate category)

Transaction Processing, Errors and Omissions
· Risk of loss due to error in processing transactions.  This includes cost of correcting the problem which prevented transactions from being processed

Unauthorized Activity (e.g. Rogue Trading)
· Risk of a loss as a result of unauthorized activity.  

Appendix 3 – Severity vs. Likelihood

The process of operational risk assessment needs to include a review of the likelihood, or frequency, of a particular operational risk occurring, as well as the magnitude, or severity, of the effect that the operational risk will have on business objectives. For example, as shown in Figure A3.1, one should regularly publish graphs displaying the potential severity against the frequency of a key set of operational failure risks. This diagram allows one to visualize the trade-off between severity and likelihood. All the risks along the curve exhibit the same expected loss, likelihood x severity.  For example, A5 has a low likelihood and medium severity. Given an acceptable level of expected loss, management should take appropriate actions to mitigate the risk located above the curve (A7 and A8).  A7 has a medium likelihood and medium severity, while A8 also has a medium severity but a high likelihood. For both risks the expected loss is beyond the acceptable level.

Figure A3.1:  Severity Vs. Frequency
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Appendix 4 - Training And Risk Education

One major source of operational risk is people - the human factor. Undoubtedly, operational risk due to people can be mitigated through better educated and trained workers, especially in the case of critical activities; with the rider that it is costly to select better people and train them more thoroughly, and this added cost should be evaluated against the benefit of reduced operational risk. Training in the sense of risk education is also crucial: first-class risk education is a key component of any optimal firm-wide risk management program. Staff should be aware of why they may have to change the way they do things. Staff are more comfortable if they know new risk control procedures exist for a good business reason. Staff need to clearly understand more than basic limit monitoring techniques (i.e. the lowest level of knowledge illustrated in Figure A4.1). Managers need to be educated on the mathematics behind risk analysis. In other words, managers need to be educated on the means by which risk is measured.

Business units, infrastructure units, corporate governance units and internal audit should also be educated on how risk can be used as the basis for allocating economic capital. Business staff should also learn how to utilize measures of risk as a basis for pricing transactions. Finally, as illustrated in the upper right corner of the figure, one should educate business managers and risk managers on how to utilize the risk measurement tools to enhance their portfolio management skills.

Appendix 5 – Identifying And Quantifying Operational Risk 

NetRisk has developed RiskOps, an operational risk management solution that is comprised of an operating losses database and a software application. The database stores loss event data made public by companies and private loss event data input by RiskOps sponsor companies (the consortium is not yet up and running). The data includes full description of events, causes and effects.

The software application enables one to analyze and report on operating loss data, allows to scale data by asset size and other measures, provides histogram and tabular views to analyze data at macro and micro levels of detail. The software is web based, so that all the enhancements to the application and the updates to the data are done at the server level and are immediately available to the user.

NetRisk has developed a tool which allows the user to identify operational risk causes and quantify them. (Figure A5.1.). For example, the RiskOps product enables the user to arrive at a history of operational risk loss amount by cause. Further, as shown in Figure A5.2, one can dig down into the “personnel cause” screen for additional loss information. The RiskOps product also provides a description of specific losses.  For example, as shown on the bottom of Figure A5.1, RiskOps indicates that Prudential settled a class action suit arising from improper sales techniques. One can obtain details on each of the causes (personnel, physical asset, regulatory, relationship and technology) as shown on the upper left hand portion of Figure A5.1. 

Figure A5.1: RiskOps™ Identifies Operational Risk Causes And Impacts And Quantifies Them


Figure A5.2:  
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Figure � SEQ Figure \* ARABIC �4�: Eight key elements to achieve best practice operational risk management





Table � SEQ Table \* ARABIC �2�: Operational risk reporting worksheet





The overall operational risk of the Tokyo Equity Arbitrage �Trading desk is Low�
�
Category�
Risk Profile�
�
1. People Risk�
�
�
Incompetency�
Low�
�
Fraud�
Low�
�
2. Process Risk�
�
�
A. Model Risk�
�
�
Model / Methodology Error�
Low�
�
Mark-to-Market Error�
Low�
�
B. Transaction Risk:�
�
�
Execution Error�
Low�
�
Product Complexity�
Medium�
�
Booking Error�
Low�
�
Settlement Error�
Low�
�
Documentation / Contract Risk�
Medium�
�
C. Operational Control Risk�
�
�
Exceeding Limits�
Low�
�
Security Risk�
Low�
�
Volume Risk�
Low/Medium�
�
3. Technology Risk�
�
�
System Failure�
Low�
�
Programming Error�
Low�
�
Information Risk�
Low�
�
Telecommunication Failure�
Low�
�
Total Operational Failure Risk �
Low�
�
Strategic Risk�
�
�
Political  Risk�
Low�
�
Taxation Risk�
Low�
�
Regulatory Risk�
Low/Medium�
�
�
�
�
Total Strategic Risk Measurement�
Low�
�






Objectivity


Risk measured using standard criteria





Consistency


Same risk profiles result in same reported risks





Relevance


Reported risk is actionable





Transparency


All material risks are reported
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Bankwide


Risk can be aggregated across entire organization





Figure � SEQ Figure \* ARABIC �7�:  The Operational Risk Measurement Process
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Figure � SEQ Figure \* ARABIC �8�: Sources of information in the measurement process of operational risk – the input





Figure � SEQ Figure \* ARABIC �9�: Second Step in the Measurement Process of Operational Risk: Risk Assessment Framework
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Legend:  *VH: very high, H: high, M: medium, L: low, VL: very low





Figure � SEQ Figure \* ARABIC �11�: Interconnection of operational risks





�EMBED Word.Picture.8���














Table � SEQ Table \* ARABIC �3�: Five-point likelihood continuum





Table � SEQ Table \* ARABIC �5�:. Example of a risk assessment report for Business Unit A





Figure � SEQ Figure \* ARABIC �13�: Summary Risk Reporting
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Table � SEQ Table \* ARABIC �6�: Distribution of operational losses





Figure A4.1:  Increased operational risk knowledge required.
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Figure � SEQ Figure \* ARABIC �1�: Two broad categories of operational risk
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Completeness


All material risks are identified and captured





Figure � SEQ Figure \* ARABIC �14�:  Distribution of Operational Losses
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          Figure � SEQ Figure \* ARABIC �16�: Integrated Risk Models
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� This chapter draws on a previous work published by Risk:  “Key Steps in Building Consistent Operational Risk Measurement and Management” in Operational Risk and Financial Institutions, Editor: Rob Jameson, Risk Books, Chapter 3, 1998.


� Operational risk, as pointed out in the introduction, is not a well-defined concept. The academic literature ignores it or, more precisely, relates operational risk to operational leverage, i.e. to the shape of the production cost function, and in particular to the relationship between fixed and variable costs. 


� Lexicons such as those in Appendix 3 can help here.


� See Step 3.


� These categories are consistent with the typology introduced earlier in this chapter.


� The corollary to severity in the credit risk model would be “exposure” - i.e. the total of all loans in the portfolio. Similarly the 'value-at-risk' of a credit portfolio is the potential loss that may be realized out of those exposures by combining exposure with the probability of the default net of recovery.


� An iterative technique for developing consensus and making group-based decisions in order to forecast future outcomes.


� The terminology “expected loss” and “unexpected loss” is being used by practitioners to designate the mean of the loss distribution, and the distance to the mean of a given quantile of the loss distribution, e.g., the first percentile.


� The KMV model is based on an expanded version of the Merton model to allow for an empirically accurate approximation in lieu of a theoretically precise approach


� Arthur Andersen has developed a useful level taxonomy for cataloguing risk.  Andersen divides risk into “environment risk”, “process risk”, and “information for a decision making risk”. The three broad categories of risk are further divided. For example, process risk is divided into operations risk, empowerment risk, information processing/technology risk, and integrity risk.  Each of these risks is further subdivided.  For example, financial risk is further subdivided into price, liquidity and credit risk.
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